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Introduction

Switzerland, like other countries, has been impacted by the global
economic downturn. Fifty-six percent of our respondents reported
a decline in their financial performance over the last 12 months.
Companies are being forced to make difficult business decisions to
aid short term recovery — including letting employees go — while
also trying to ensure medium term growth. Businesses are
changing, creating an unstable environment, which could easily
foster economic crime.

In the midst of all this instability, how have Swiss companies fared
with incidences of economic crime in the past year? The Swiss
Supplement to PricewaterhouseCoopers’ Global Economic Crime
Survey 2009 examines the responses given by 129 Swiss
executives and managers about their encounters with and views on
economic crime experienced within their companies.
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Economic crime in
volatile times

We asked respondents if they
believed there was a greater risk of
fraud in the current environment,

and 29% stated yes. Additionally,
32% of those who reported fraud
told us that the number of incidences
they faced increased as compared

to the situation 12 months ago.

1. Number of incidences compared to
situation 12 months ago
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(% respondents who experienced economic
crime in the last 12 months)

Despite this conviction (as illustrated
in the chart) and rather surprisingly,
only 17% of the Swiss companies in
our survey reported being the target
of fraud in the last 12 months. It must
be kept in mind that this figure
represents only occurrences of fraud
within the last year. Our previous
surveys reported higher occurrences
of fraud (37% in 2007) as they
included incidences that occurred
over a two year time period. It is
therefore not possible to compare
the 2009 figure with those from the
previous years as we would be
comparing different timeframes.

We believe that the figure reported by
our respondents is just the tip of the
iceberg — there is the grim possibility
that fraud is going undetected in
Swiss companies and therefore is not
represented within the 17% figure
reported. One factor that might have
impacted this, and what we have
seen in the market, is that companies
have reduced their budgets for
compliance and other internal
operation functions due to the
economic crisis. These departments
play an important role in the
prevention and detection of fraud. We
believe that such cost cutting
measures that result in reduced staff
within these departments could lead
to more incidences of fraud remaining
undiscovered.
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An example to illustrate this argument
is the use of fraud risk assessments,
which help to identify potential threats
of fraud and holes in control systems
that can be abused by fraudsters.
From our experience we believe such
tools are helpful in preventing and
detecting fraud — however, only 5% of
respondents stated that economic
crime was initially detected through
risk management including fraud

risk assessments. Companies that
said they conducted fraud risk
assessments on a quarterly basis
reported experiencing more
incidences of fraud in the last year
compared to those who performed
them less frequently. Twenty-six
percent said they had never
conducted a fraud risk assessment
and 46% had only performed one. We
believe that the percentage of those
who experienced fraud is lower than
we would expect because companies
are not doing all they can to prevent
such crimes — thereby increasing

the likelihood of frauds going
undetected. And we are convinced
that the effects of this will be shown
in our next survey.

Industries affected by
economic crime

Of the respondents who had
experienced economic crime, most
were from the financial services
industry. This is to be expected — the
availability of assets that are easily
transferable and the use of complex
financial transactions create an ideal
environment for committing and
concealing fraud. This highly
regulated industry also tends to be
more aware of the threat of economic
crime — many financial services
companies adopt robust risk and
control systems as a necessity,
thereby facilitating the detection of
fraud.

Firms within the retail and consumer
industry were also affected — these
companies face accounting fraud
and counterfeiting in addition to

the more traditional shrinkage

(theft of products) at the hands of
both employees and customers. As
the following chart illustrates,
however, no industry is immune from
the occurrence of fraud.
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No industry is immune
frq’the dgecurrence of fraud
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Types of economic crime

Asset misappropriation (64%) and
intellectual property (IP) infringement
(27%) were the two most common
types of fraud experienced by our

respondents. The occurrence of asset
misappropriation is not unexpected —
it is one of the least complicated
frauds to detect as something of
value is embezzled. And the high rate
of occurrence is in correlation with the
incidences reported by those firms
within the financial services industry.

It was interesting for us to see
that no Swiss companies reported
experiencing market frauds
involving cartels colluding to fix
prices. Local media has recently
reported on such cases, occurring
both in Switzerland and globally
involving Swiss companies.

It is our belief that we will see an
increase in the detection of such
agreements in the future.
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3. Economic crime experienced in
last 12 months
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Perpetrators

When asked who committed the most
serious economic crime faced by their
organisation, 46% reported it was
someone from within the firm. Of
these, 50% were from middle
management and 20% from senior
management — 70% from
management level is something that
should not be ignored. It is not
surprising to find almost half the
reported frauds were committed by
someone internally — staff and
especially management have the
most in-depth knowledge of how their
company’s business works. They

know how to misuse the gaps and
circumvent the controls. This
increase of internal fraudsters from
management this year compared to
our last survey (70% vs. 50% in 2007)
is of concern. Companies must
ensure that all staff members, from
the executive suite to temporary
workers, are committed to the

goals and values of the firm and that
they demonstrate this by acting
accordingly.

Not unexpectedly, of these
respondents who stated that the
fraudster was someone inside the
company, 60% also reported having
a variable component linked to
performance within the compensation
structure of their top executives.
Such incentives create pressure on
those at the top to deliver positive
results — and some may believe that
the only way to accomplish this is
with the aid of fraudulent activities.
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4. Internal fraudsters
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We asked respondents who
experienced fraud what actions were
taken against these internal
perpetrators. Fifty-five percent
reported dismissing the individual and

almost a quarter (23%) brought
either civil actions or criminal charges
against them. Warnings and/or
reprimands were used by 18% of

our respondents and the same
number notified the relevant
regulatory authorities. These results
show that Swiss companies are not
just turning a blind eye to staff
committing internal fraud but are
actually doing something about it.
However, companies must make sure
that enforcement measures are
applied consistently and impartially
throughout all levels companies to
demonstrate that any violations will
be treated seriously, no matter what
position the perpetrator occupies
within the firm.

Half the reported frauds were commltfed‘ by
someone inside the company

PricewaterhouseCoopers 3



Economic Crime Survey 2009 - Switzerland

The costs of economic crime

Almost a third of our respondents that
experienced economic crime reported
the direct costs of fraud as greater
than USD 1,000,000 (CHF 1,022,450,
and 18% of these had lost more

than USD 5,000,000 (CHF 5,112,250?).
The average loss faced by our
respondents was USD 1,493,182
(CHF 1,526,704%). In times of
economic downturn, such amounts
cannot be overlooked as just a cost

of doing business — companies must
do all they can to prevent this threat to
their potential profits.

5. Financial loss via economic crime
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Judging from their answers, the
Swiss respondents seem to
underestimate the potential indirect
costs — “collateral damage” — that
fraud can have on their companies,
or perhaps they are unable to quantify
it. Eighteen percent did, however,
report a detrimental effect on their
organisation’s reputation and brand
and 14% each reported a negative
impact on business relationships and
on staff morale. Interestingly no

one reported an impact on the share
price. Considering the regulatory
pressure imposed on many public
companies and the recent media
attention to large-scale frauds this
seems rather surprising.

Methods of detection

Thinking about the most serious
economic crime faced by our
respondents, we asked how this fraud
was initially detected. Over a third
(836%) reported that internal audit
uncovered it, which is an improvement
over what we found in 2007 when only
9% of those respondents gave the
same answer.

Respondents seem
to underestimate
the collateral
damage that fraud
can have on

their companies

On the other hand, 36% of our
respondents stated that they had
found the crime by chance®. This
figure is less than was reported in our
previous survey (56%); however, it is
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still cause for concern. A further 9%
stated that detection occurred
through a change in personnel or
duties. As the driver for such changes
is not the detection of crime, this to us
can also be viewed as finding fraud
accidentally. This has been a recurring
theme in our last two surveys —
companies often appear to uncover
fraud by accident, not by any
concerted effort to detect it.

None of our respondents who

had experienced fraud reported
uncovering it by means of a whistle-
blowing system. There are no
requirements for Swiss companies
to implement such a formalised
system, however, our experience
tells us that such processes, when
part of a holistic fraud prevention and
detection programme, have a
noticeable impact on the detection
of economic crime.

1 www.oanda.com as of 29.10.2009 (US$1=CHF 1.02245)
2 Ibid
3 Ibid
4 Detection by chance
(accident 18.2% + internal tipoff 9.1% + external tipoff 9.1%)
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"

What factors are involved when
people commit fraud?

For fraud to occur, it is generally
accepted that three factors are
involved: a motive, the rationalisation
to commit the crime and an
opportunity. This thinking comes
from an idea devised by Donald
Cressey — the Fraud Triangle:

1. Motive or incentive — this is the
pressure an individual feels that
leads them to commit fraud. This
can be company driven, e.g.
reaching targets, or private, e.g.
financial difficulties.

2. Rationalisation — the potential

fraudster’s mindset that justifies the
fraudulent behaviour. For example
thinking that the company owes
them something or that everyone
else is doing it so why shouldn’t
they.

3. Opportunity — the situation that
enables fraud to occur. This is
often the case when there is poor
management oversight and/or
when fraud detection mechanisms
are not adequately in place. Out of
the three, it is this element that
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companies have some influence
over by ensuring strong systems of
internal control are in place as a
deterrent.

Thinking about the present financial
situation, we asked our respondents if
their organisations faced more or less
economic crime. Twenty-nine percent
believed there was a greater risk of
fraud during the downturn but an
overwhelming 62% stated there was
no change in the risk of fraud. This
result is unanticipated — our past
experience has shown there is an
increased incidence of fraud in a
downturn.

Of those who said there was a
greater risk:

B 8% said it was due to there being
more opportunities for crime to
occur as costs were being cut and
gaps in control systems were
appearing;

B 65% believed there were increased
pressures and incentives to commit
fraud in these difficult economic
times; and

B 249% believed people were now
more able to rationalise committing
fraud.

Looking at the increased
opportunities, most respondents said
that staff redundancies led to fewer
resources being deployed on internal
controls. They also stated that
management was focused on the
survival of the firm. We believe that
this lack of attention could lead them
to overlook the potential opportunities
for fraud to be committed.

In terms of increasing pressures and
incentives, respondents believed that
in the current environment targets
were more difficult to achieve. At the
corporate level, they blamed senior
management wanting to report on a
desired level of financial performance.
And they also stated that staff wanted
to make the numbers in order to earn
their performance bonuses.

Asked to rate reasons behind
rationalising behaviour, most blamed
the desire of the perpetrators to
maintain their existing standard of
living, and the belief that most people
were doing it so it must be O.K. Lastly
they said the behaviour could be due
to the reported bonuses earned by
high earners being perceived as
unfair.

Although the number of respondents
who said the risk of fraud in the
current environment is low, based on
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our experience we believe that the
reasons given above do lead to more
occurrences of fraud. It is the
opportunity to commit fraud that
companies can change — and one tool
to do this is the use of fraud risk
assessments.

Managing fraud effectively

Fraud risk assessments help to
determine if the existing controls
aimed at preventing and detecting
fraud within a firm are adequate or if
there is an inherent risk of exposure
built into them. In order to ensure that
any risks of fraud are minimal and
easily controlled, it is imperative that
such evaluations are conducted on a
regular basis.

We asked our respondents how often
a fraud risk assessment had been
conducted within the last year.
Unfortunately most reported only
completing one assessment in the
last 12 months and only 5% held
them on a quarterly basis.

During a crisis companies tend to
reduce costs and in particular money
is diverted from prevention and
detection methods. Redundancies
have also occurred within operational
functions and as reported by our
respondents, these result in fewer

resources being deployed on internal
control functions. Gaps will inevitably
appear allowing more frauds to be
committed. For these reasons alone it
is essential that companies conduct
risk assessments on a recurring basis
in order to be satisfied that the
necessary controls are in place.

6. Fraud risk assessment

Not at all

Once

Every 6 months
Quarterly
Monthly

Don’t know

Percentage

(% of all respondents in survey)

When asked if this frequency of
conducting fraud risk assessments
had changed compared to 12 months
ago, 72% said there had been no
change and only 16% said it had
increased. Perhaps this reflects the
fact that most of our respondents did
not believe there was an increased
risk of fraud during these tough
times and therefore did not see the
need to increase the frequency of
conducting such tests. The absence
of risk assessments and subsequent
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introduction of preventative and
detective controls in high risk areas
may be a factor behind the lower
levels of detected fraud.

Future view of fraud

When we asked our Swiss
respondents what crimes they were
more likely to be the target of in the
next 12 months, the top three that
concerned them were asset
misappropriation, IP infringement

and money laundering. However the
majority reported that the risk of
experiencing fraud of any type was
unlikely in the coming year — perhaps a
show of over-confidence on the part
of those companies involved in this
survey. The occurrence of economic
crime is not abating — we believe

that companies must continually
implement and exercise detection and
prevention methods in order to keep
ahead of potential fraudsters.

Red flags of fraud -
what to look out for

Accounting Systems

B Weak internal controls
B Unrealistic budget goal-setting
B Missing reconciliations
B Unusual timing of transactions

Inventory Cycle

B High physical inventory
differences

B High number of adjusted entries
at year-end

B Warehouses with high value,
readily saleable goods

B Weak internal controls

Personnel

B Rapid turnover of key employees

B No mandatory vacations or
rotation of key personnel

B No separation of duties
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Survey demographics

The 2009 Global Economic Crime
Survey is based on information
supplied by more than 3,000
respondents in 55 countries who
completed our web based
questionnaire. More than one half of
respondents were chief officers or
board members within their
organisation. The survey coverage
provides us with a broad and deep
assessment of economic crime
around the world.

The Swiss survey included
129 companies, 41% of whom are
listed on a stock exchange.

Terms and definitions can be found in
the Global Economic Crime Survey
20009.

pwc.ch/forensic
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